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We provide

anti-hacking & anti-phishing solutions 

based on AI(artificial intelligence)
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1. Who is Everspin? 
We are leading cybersecurity industry by providing AI-based solutions to prevent hacking & phishing incidents
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Market Dominance
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Solution Banks Securities Credit Cards Saving Banks Insurance/Capital, etc.

Eversafe
Mobile

Eversafe
Web

Fake 
Finder
Mobile

The 3 solutions which are Eversafe-mobile, Eversafe-web, FakeFinder are dominating anti-hacking and phishing 
solution market

Overseas
Financial firm

Overseas
Financial firm

Overseas
Financial firm

Overseas
Financial firm

Overseas
Financial firm

Overseas
Financial firm

Overseas
Financial firm

Overseas
Financial firm

1. Who is Everspin? 



Unprecedented solutions
were invented by Everspin
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2. Where does hacker attack?
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Could you introduce 
yourself?

I am a hacker.

Do you attack server and 
database?

Umm, then where do you 
attack first?

Ultimately, Yes
But…

Well, we attack website 
and mobile app first.

Really, we didn’t know that.
Why?

They are easily accessed 
by users including hackers.



3. What should be protected to prevent cybersecurity incidents? 
Websites and mobile apps called ‘service channels’ should be protected at first as a gateway of cyber-attack.

Database

Server
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Mobile
Application

Website

Inside Company

Gateway



4. How can service channels be protected? 
Anti-hacking & anti-phishing solutions are necessary to prevent all mobile app-related incidents 

8

DatabaseServer

Attacks Solutions

Tampering
Target App

Installing
Fake App

Detecting
Tampering & Debugging

(Anti-Hacking)

Detecting
Fake App

(Anti-Phishing)

Customers

Target



5. How does Everspin protect websites and mobile apps?
Everspin invented unprecedented solutions by “stopping stereotyping and thinking out of the box”

Anti-
Phishing
Solution

Anti-
Hacking
Solution
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Other Vendors

“Static”
Only one security module is 

installed in app to detect and 
block hacker’s attack

“AI-based MTD(*)”
Several security modules 

changing randomly are 

installed in app 

“Blacklist”
Very limited malicious apps 

are detected by malware 

database reported only after 

incidents occurred, 

“Whitelist”
ALL malicious apps even 

before incidents occur are 

detected by comparing with all 
true apps DB collected from all 

official app stores

(*) Moving Target Defense



(1) Anti-Hacking Solution

World’s First Moving Target Defense(MTD)-Based Technology
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Solution

✓ Principle of Hacking

There is no unsolved maze in this World. But we only need sufficient time to analyze the maze.
If the hacker who understands the programming language of developers, has sufficient time, everything will be finally 
analyzed and bypassed.

for Mobile
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Solution

✓ Principle of Hacking

But if New Mazes are given Everyday to the Hacker as the following image, the Time of the Hacker could be 
controlled as the Hacker needs to resolve Different Mazes Everyday.

for Mobile
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(1) Eversafe (anti-hacking solution) : AI based MTD Security Module Generator

▪ Security module can be generated infinitely.
▪ Every security module has different source code.

Security Module Generator

for Mobile Solution



Comparison

Conventional Security Solution EverSafe

VS.

When the single repeated pattern is analyzed,

there can be found various ways to bypass the respective security module.

New Security Modules are Replaced Everyday for Strict Protection, 

even before finishing the analysis of one single security module.

One Static (STATIC) security module

keeps working with same pattern

Everyday the New (Moving Target Defense-based)

Security Modules work with different patterns

Commonsensically, which one could be SAFER?
Everspin is the World’s First Company which Attempted and Achieved 

Commercialization of Daily Substitution of Anti-Hacking Logic.

for Mobile
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Benchmark Test

BMT(Benchmark Test)

Class Clients Competitors Results of Technological 
Competitive BMT Remarks

Overseas

• Promon(EU) EVERSPIN selected

• Promon, 
• Arxan(U.S.A.) EVERSPIN selected

Additional security 
assessment by third entity 

was performed after 
selection of BMT

Domestic
(Korea)

• Stealien
• Secucen EVERSPIN selected

• Arxan
• Stealien
• BTworks
• NSHC
• Secucen
• Lockin Company
• Ahob

EVERSPIN selected

Mutual hacking among 
participating competitors 
has been performed (for 

approx. 12 days)

The 3rd Largest Bank in Indonesia
(No.1 Online Bank) (Listed)

The 4th Largest Bank in Indonesia
(Listed)

The 1st Largest Bank in Korea
(with most users)

The 3rd Largest Bank in Korea 
(Listed)

• We Never Lost in Any and All Technological Competition during all BMTs.
• Moreover, We Never Lost Any and All Technological Competitive BMT against Any Other Overseas Vendors. 

Only One 
Dynamic Security

(Moving Target Defense)
Technology in the World

for Mobile
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Source: Gartner, Forrester

September 2019
EverSafe Penetration Testing

…..…

• Requesting
Authority: 

• Verifying
Authority: 

• Purpose of Request for Penetration Test: 
Received Third-Party Security Assessment through Authoritative Entities with Best Expertise to 

decide on sequential adoption to total 150 group affiliates (50 in Japan) such as securities companies, 
insurance companies, banks, crypto-currency exchanges, etc. under the governance of SBI Holdings

• Results: Flawless Full PASS as follows

for Mobile Penetration Test

16



Source: Gartner, Forrester

General Summary of the Report

• Thanks to the APP-Server communication encryption reinforcement, the existing 

API communication interval could be completely bypassed within a (1) week, but 

the EVERSAFE only allowed bypass of few meaningless parts during 3-weeks 

period.

• As reverse engineering and construction of customized tool is essential when 

attempting to bypass EVERSAFE, the respective operations cannot be completed 

within the assessment period of 15 days.

• The existing solution did not have any function of malicious activity report and 

alarm to administrator, but EVERSAFE offers the admin function to the 

administrator.

• Especially, EVERSAFE technology is also applied on Web application firewall area, 

and additionally protects the application request between the API and the server 

which does not allow any network traffic analysis.

• Purpose of Request for Penetration Testing:
Mandiri Bank, the 4th largest bank of Indonesia performed the BMT on 3 companies (Arxan of U.S.A.,
Promon of EU and Everspin of Korea) for the adoption of Anti-Hacking solution, and Everspin has
been finally selected thanks to its technological predominance. And the third-party assessment has
been requested to ITSEC, an international professional entity for the objective examination on the
Everspin product.

• Results: The product of Everspin PASSED the examination without any flaw in any of the 
EXTREME and HIGH items which are directly related to the hacking potential, while the Arxan
solution which the institution was previously using, has been bypassed in few days.

2nd Half of 2020
EverSafe Penetration Testing

for Mobile

• Requesting
Authority: 

• Verifying
Authority: 

Penetration Test
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PATENTS Korea U.S.A. Japan U.K. France Germany
Luxembur

g
Holland Italia Swiss China India

Dynamic security module device 
and its operation method

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete Applied

Creation method and device of 
dynamic security module

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete Applied

Server device of dynamic security 
module and its operation method

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete

Registration 
complete Applied

U.S. Patent EU PatentPatent of Japan

The technology of EVERSPIN has been registered as 
a patent by proving its Excellence to the Patent 

Offices of many countries around the world

Patent of Korea

Patent
• The Dynamic (Moving Target Defense) Security Technology of EVERSPIN is an original and unique technology which has been registered in 11 countries 

around the world (33 patents) unlike the conventional technologies limited to the boundary of Korea.

for Mobile Patent
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Reference

Win-Back
All references of EVERSPIN, consist in cases of Win-Back which replaced the conventional STATIC technology 
with the new MTD(Moving Target Defense) Security Technology of Everspin.

• S corp.

• N corp.

• A corp.

• B corp.

• R corp.

STATIC Moving Target Defense

(AS-IS) (TO-BE)

for Mobile
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Korea
(Started Market)

Overseas
(Global Market)

Reference

The Only Global Security Technology in Korea
• Over 50% of major banks of Korea, Upgraded and Replaced their conventional STATIC technology into the MTD (Moving Target Defense) Technology of 

EVERSPIN.
• EverSafe, is the Only Global Security Technology of Korea which is applied in overseas major financial institutions beyond the boundaries of Korea.

Top Major Banks
• 3 out of 6 Major Korean Banks are using our solutions (over 50% share)
• Top Bank of Korea with 7~10 Million Users.

for Mobile
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Japanese Market

• Top (1st) Online Securities Company
(listed on Tokyo Securities Market with KRW 8 
trillion)

Indonesian Market

• Top (4th) Bank
(listed on IDX Securities Market with KRW 20 
trillion)

Indonesian Market

• Top (3rd) Bank (Online No. 1)
(listed on IDX Securities Market with KRW 15 
trillion)

Japanese Market

• 1 of 5 Major Banks (Shinsei Bank)
(listed on Tokyo Securities Market with KRW 5 

trillion)

Neo Mobile Securities
(Small Sec. Co.)

TOP Reference



Extended Area
(Web)
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Extension to WEB Area

• Everspin extended to WEB Area (PC & Mobile) in addition to mobile area, through endless R&D on the Moving Target 
Defense Technology (released in January 2021)

• Woori Credit Card hosted a competitive technological BMT between EverSafe and Arxan of U.S.A., EverSafe WON OVERWHELMINGLY.

• Korea Investment & Securities Co., Ltd. hosted a competitive technological BMT between Eversafe and Imperva(*) of U.S.A., again, 
Eversafe WON OVERWHELMINGLY.  
(*)Highest Class in the World of Web Security: https://en.wikipedia.org/wiki/Imperva)

We have Extended the Dynamic (Moving Target Defense) Security Technology even to the WEB area

to Completely Block the Analyzing and Forging Act of the Hacker in the WEB, where hacking attack is very frequent.

for WEB
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Solutionfor WEB
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for WEB

Background of Adoption in Samsung Card

Unauthorized collection of Credit Card Loan information

without the consent of holder or manager of the data.

Unclear Responsibility

in case of any accident as personal information leakage by 

scrapping, etc.

Lack of Legal and Institutional Measures to Regulate

the companies which are not My Data Operators

➢ Toss Bank, indiscriminately collects the Credit Card Loan User’s Information of Samsung Card through Web Scrapping method.

News Article of July 2022

Principal Results of Adoption (Samsung Card)
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for WEB

➢ As the E2E does not change and is composed statically, it 
allows the web scrapping

●

●

●

➢ As the encryption code, algorithm and key, etc. are changed by 
certain cycle, the web scrapping is COMPLETELY BLOCKED

➢ Results of Application of Eversafe for Web (Continued)

Principal Results of Adoption (Samsung Card)
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for WEB

By Complete Blocking of Scrapping,
Suspended the Replacement Loan Service for Credit Card Loans

Solution Applied

Activation of Replacement Loan for Credit Card Loans
Through Scrapping

Deleted the Menu 
of Replacement 

Loan for Credit Card 
Loan

Solution Applied

- After using the EverSafe for Web, the Toss service Suspended Replacement Loan for Credit Card Loan targeting Samsung Card

➢ Results of Application of Eversafe for Web (Continued)

Principal Results of Adoption (Samsung Card)
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Principal Results of Adoption (Samsung Card)for WEB

➢ Results of Application of Eversafe for Web (Continued)

• Even after the suspension of replacement loan service for credit card loans by Toss, there are still performed continuous attempts to 
hack and bypass the EVERSPIN security module to attempt the act of scrapping.

• Everyday, diverse attacks are attempted to bypass the Eversafe for Web but, they are always Blocked Completely by the Moving 
Target Defense-based security script as follows.

2022-07-06 1007 930 92.35%

1. Scraping flag detect
2. Param name notmatch
3. Empty body
4. Not exists referrer
5. MITM  refer(http://40.225.192.36/)
6. Autobot(168.126.153.*, 210.123.95.*)

2022-07-07 1259 1210 96.11%

2022-07-08 860 811 94.30%

2022-07-09 733 710 96.86%

2022-07-10 849 834 98.23%

2022-07-11 796 711 89.32%

2022-07-12 762 721 94.62%

2022-07-13 1059 717 67.71%

2022-07-14 5207 5186 99.60%

2022-07-15 1134 1105 97.44%

2022-07-16 858 845 98.48%

2022-07-17 791 771 97.47%

2022-07-18 802 742 92.52%

2022-07-19 758 731 96.44%

2022-07-20 780 736 94.36%

Daily Average 1177 1117 93.72%
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Referencefor WEB

Banks Credit Cards
Domestic and International 

Securities Companies
Insurance

Jan. 2021~March, 2021~
Jun. 2021~

Jul. 2022~

Aug. 2022~

Scheduled in first half of 2023
(Top Online Securities Co. of Japan)

‘Expansion 
within 
Industry’

‘Expansion 
within 
Industry’

‘Expansion to 
other industries’

Nov. 2022~

Nov. 2022~

Nov. 2022~

Oct. 2022~

Scheduled in first half of 2023
(1 of 5 major banks of Japan)

‘Expansion to 
other industries’
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(2) Anti-Phishing Solution

World’s First Whitelist (True Apps List)-based Technology
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Problem

Unknown Malicious AppsKnown Malicious Apps

VS

✓ Known Malicious Apps = Apps which already caused damages

The currently existing malicious app detection solution can detect and block malicious apps as a post-treatment 

which registers the malicious apps when the respective app is well known by already causing critical incidents.

Making database of 
malicious apps as follows

▪ A application
▪ B application
▪ C application

▪ N application

… ?

➔ Thus, the current technology has the limitation that cannot detect and block malicious apps before incident occurs.
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Problem

Fake App
(ex. Disguised app, misrepresenting app, voice phishing app)

Malware App
(ex. Diverse apps with purpose to steal personal information of users)

Forged App
(ex. App which was forged and altered from normally distributed apps)

Most of the malicious apps of the world
are not distributed through official markets

(Common characteristics of most of the malicious apps)
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Solution

Robot collects all true apps from all official stores around the world in real-timeAI

✓ There are hundreds of Google Play Stores (by country … )

✓ Too many private markets (T-store, Baidu market, Tencent market … )

✓ Only the number of apps which were distributed via official markets is more than 19 million.

Human cannot gather it

… Construction of Extensive Platform
(highest specification infrastructure with more than 200 units)

AIAI

AI
AI

…

…

…
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Solution

19,964 thousand apps

230 TB

Extensive BIG DATA collected throughout 4 years

In May. 2023 (excluded number of overlapped Apps by country/market)

Number 
of collected apps

Total volume
of collected apps
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Result of FakeFinder
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References

Bank Credit card, capital Savings bank Insurance companies Domestic-international 
securities companies

6 sites in Bank 6 sites in Credit Card Co. 13 sites of Savings Bank 7 sites of Insurance Co. 6 domestic sites

4sites of Capital Co.

2 overseas sites

• In only 2 years (released in Oct. 2020) from release, secured 44 major clients in and outside Korea (42 in Korea, 2 overseas)
• Fake Finder is the practically Only Solution which can resolve the social issue of phishing, and it has been proved through best performances and 

results.
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Technology 
has been fully proven globally

3
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6. What is the theoretical basis of Eversafe?
Everspin commercialized concept MTD(moving target defense) which was created by the Obama 
administration in 2009 and was highlighted by Gartner in 2021.
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2009 2021

2014

Obama Administration of U.S. defined 
MTD(Moving Target Defense) as a top out of 5 

game changing initiatives in cybersecurity industry
(National Cyber Leap Year Summit, 2009)

Gartner issued critical insights 
on MTD(*) for app security as an 

emerging technology

Everspin started commercializing MTD concept by 
providing anti-hacking solution with dynamic 

technology to top financial institutions, even if other 
competitors are just at the stage of R&D.

(*)
Assume an expert thief is able to pick the lock to 
any door. The goal of MTD is not to build a better 
lock. Instead, the goal of an MTD security strategy 
is to make the door and the door’s lock difficult or 
impossible for the thief to find.



7. How effective is Eversafe?
Our solution won all BMTs against U.S. & E.U. vendors and passed the 3rd party pen-tests successfully. 

Indonesia
subsidiary

Everspin
Korea

Japan
JV

• 3rd largest Bank (listed)
• Won against 7 global vendors 

(US, Korea)

• 1st largest Bank
• Won against 2 vendors(Korea)

• 3rd largest Bank (Online No1.) (listed)
• Won against 1 global vendors (EU)

• 4th largest Bank (listed)
• Won against 2 global vendors 

(US, EU)

• Penetrating test for SBI Group
• Result: Pass (2019)

• Penetrating test for Mandiri Bank
• Result: Pass (2020)
• Detail: No findings based on risk 

categories as extreme and high.

Won BMT(benchmark test) Passed 3rd party pen-test
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8. How effective is FakeFinder?
Our solution is more faithful to cybersecurity principle in that even unknown malicious apps are detected in 
advance.

39

Avira Avast Kaspersky

Norton McAfee ESET

Detect & block
known malicious apps

via Blacklist
only after incidents occurred Detect & block

even unknown malicious apps
via Whitelist

before incidents occur



9. How is our technology protected? 
Three patents were registered in 11 countries.

US 10,867,048 B2 
Dynamic Security Module Server Device and 
Method of Operating Same(15 Dec 2020)

US 10,867,049 B2 
Dynamic Security Module Terminal Device and 
Method of Operating Same (15 Dec 2020)

US 10,867,050 B2 
Method and apparatus for generating Dynamic 
Secure Module(15 Dec 2020)

U.S.

Japan

Korea
China

India

Switzerland

Germany

NetherlandsU.K.

France

Luxemburg Italy

Registered (11)

Applied (1)

[Example in the U.S.]
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10. How well has been Everspin recognized?
Everspin has won many awards & prizes all over the world, was appointed as a unique cybersecurity company 
to visit U.S. together with a Korean President in 2023.
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Singapore
• Won 1st Prize
• Singapore Fintech Festival in 2018
• Asia’s Largest Fintech Award Festival 

held by the top banks and the 
Monetary Authority in Singapore

• Won Prize as a Korean company first
• FIBC Fintech Contest in 2016
• Japan’s Largest Fintech conference 

held by the top Japanese banks

Japan

Korea

• Won President’s Award(1st Prize)
• K-Startup Grand Challenge in 2017
• Nation-wide startup program held by 

Korean Government
• Good Software Certificate(*) as a 

vendor to government

Switzerland

• Won 1st Prize
• Swiss Post Innovation Pitch 

Contest in 2017 held by 
Switzerland Post

Luxembourg

• Won 1st Prize in tryout of Korea
• ARCH Summit 2020 in 2019
• Final was cancelled due to Covid19

U.S.
• Was appointed as Korean economy 

delegation to U.S. in April of 2023

• Unique cybersecurity company out of 
122 Korean companies for visiting U.S. 
with Korean President

• IR to 39 venture capitals in U.S. during 
Korea-U.S. Cluster Round Table 

(*) GS Certificate



Business feasibility 
has been fully proven in Korea

4

42



11. How is market dominance in Korea?
Everspin has been focusing on top financial institution at first strategically and expanding now, so 40M people 
out of 51M Korean population are protected by our solutions.

Rank(*) Banks Securities Credit Cards Saving Banks Insurances

1st KOOKMIN MIRAE ASSET SHINHAN SBI SAMSUNG

2nd SHINHAN KOREA INVST KOOKMIN OK HANWHA LIFE

3rd KEB HANA NH SAMSUNG KOREA INVST KYOBO LIFE

4th WOORI SAMSUNG HYUNDAI WELCOME NH

5th IBK KOOKMIN LOTTE PEPPER MIRAE ASSET

6th NH MERITZ WOORI ACUON HANWHA

7th BNK HANA HANA DAOL SHINHAN

8th SHINHAN NH MOA KYOBO

9th KIWOOM

Korea

5/top 6 6/top 9 6/top 8 7/top 8 6/top 8

APAC

Fin-Techs

KAKAO Bank

K-BANK

FINDA

4 Banks/Securities

SBI Securities(JP)

SHINSEI Bank(JP)

MANDIRI Bank(IND)

JAGO Bank(IND)

‘Industry’
expansion

‘Market’
expansion
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(*) Ranking based on total asset or revenue or 
number of customer in Korea



Our solutions
are getting required to solve 

common problems
in every sector all over the world

5
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Bank Securities Credit Card

…

… …

12. How has been global expansion so far? 
(1) Korea

45

Everspin
Korea

Strategy 1
Word of mouth

based on technology
in Korea

Strategy 2
IT CoE in APAC

(Center of Excellence)

Within Group

Within Industry

• Korean financial institutions has 
entered APAC market by 
establishing or acquiring local 
companies.

• Market dominance in Korea means 
that Everspin can dominate APAC 
market by setting up manpower and 
sales forces based on competitive 
technology



13. How has been global expansion so far? 
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Indonesia
subsidiary

(2) Indonesia subsidiary

Strategy 1
Top Reference First

(As a Joint Venture until 2022)

Strategy 2
Korean Reference Based

(As a Subsidiary from 2023)

Other Local
Financial Institutions

Other Local Financial 
Institutions that Korean 

companies acquired

Current References in Korea

3rd largest Bank (Online No1.) (listed)

4th largest Bank (listed)



14. How has been global expansion so far? 
(3) Japan JV
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Japan
JV

Strategy 1
Group Reference First

(So far) Strategy 2
via National Police Agency

(From now on)

No1. Securities (listed)

No7. Bank (listed)

• JC3(*1) is like NCFTA(*2) in U.S.
• Joined JC3 as a regular member, 

which means Everspin’s solution is 
considered as a standard solution
to deal with cybersecurity issues in 
Japan.

• SBI group(4 companies) plans to do 
co-marketing on Eversafe & 
FakeFinder with JC3 in 2023.

(*1)Japan Cybercrime Control Center
(*2) National Cyber-Forensics and Training Alliance

Group 
Companies

https://www.jc3.or.jp/about/members/regular-members/


Success Stories in Indonesia
(EVERSPIN Indonesia)

6
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Organization

References

• Started as Joint Venture from 2019

• Became a subsidiary of Everspin Korea in 2023 to 

provide technical services to Indonesian clients 

more closely.

• 9 local employees under Indonesian CEO, Sagan 

Expanding • The 3rd best bank in Indonesia (Forbes 2023)

• The 2nd largest bank Indonesia by number of user 

(15M users)

• Listed in IDX at market cap IDR 35,000 Billion

• Complied with OJK(Otoritas Jasa Keuangan) policy 

to use security solutions

Everspin Indonesia which was established in 2019 is well localized enough to provide close technical support to 
Indonesian customers directly, which has been proven by Bank Jago, a top-class bank in Indonesia.

© Everspin Co., Ltd. 2023
This document is strictly confidential. Any distribution of this document is not permitted.
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